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81The further we look into the future, the 
greater the level of uncertainty and the 
smaller the proportion of known cer-
tainties. Assumptions and conclusions 
based on cognitive processes thus play a 
crucial role in early detection. However, 
many people have little to no knowledge 
of how human thinking works and of the 
decision-making processes that affect the 
way we work. The main reason for this is 
that most of the cognitive patterns and 
processes that underlie our perceptions, 
information processing, memory and 
judgement are unconscious or influenced 
by unconscious processes.

The world can often seem confusing and 
chaotic. We are faced with an endless 
stream of stimulation and information. 
To cope with this complex environment 
and the resulting uncertainty, we try to 
organise how we think. Our brains use 
models of thought to help us process sti-
muli more quickly and efficiently. Alt-
hough a remarkable achievement of evo-
lution, these cognitive shortcuts – known 
as heuristics – can lead to the wrong 
conclusions. Cognitive biases are gene-
rally unconscious systematic errors in 
thinking, caused by our stimulus and in-
formation processing mechanisms. They 
lead to distorted conclusions and are a 
fundamental problem in working with 
and understanding Intelligence.

The purpose of this handbook is to raise 
the reader’s awareness of cognitive bia-
ses and how they can affect analysis and, 
in particular, early detection. This know-
ledge should encourage self-reflection 
on thinking and decision-making. The 
handbook also presents strategies and 
techniques to reduce the effect of cogni-
tive biases.

The handbook centres on a selection of 
18 cognitive biases that are particular-
ly common and relevant to intelligence 
work. Each is described briefly and illus-
trated using specific examples of situati-
ons in which it is likely to occur. Strate-
gies and techniques for minimising bias 
effects are also provided.

Introduction 
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Outside-in thinking 

In outside-in thinking, we look at the big 
picture first (outside view) and only then 
at the details or the specific case (inside 
view). However, people generally start 
with the inside view because this corre-
sponds to their preference for detailed 
stories. In order to embrace the outside 
view, it is important to determine a base 
rate – the frequency of similar events oc-
curring over a period of time. This shows 
how similar situations have developed in 
the past. If we draw conclusions from the 
inside view, i.from the individual case 
to the general, or ignore fundamental 
characteristics, this can lead to distorti-
ons in our thinking. Instead, we should 
start with the external point of view as 
our point of departure. This will help us 
to assess and categorise individual cases 
correctly.

In addition to the above, the following approaches can be used to help minimise 
cognitive bias:

Structured analysis  
techniques

Structured analysis techniques (SAT) 
help to promote critical thinking and 
thus prevent cognitive bias. They make 
it possible to externalise thought pro-
cesses in a way that is systematic and 
transparent. One of the consequences 
is that you need to consider facts that 
differ from your own opinion. SATs can 
also help to sharpen your questions or 
to consider hypotheses that might other-
wise be hastily dismissed as unrealistic. 
They can also help to make judgement 
processes more easily understood. Some 
SATs can be used alone, others only in 
a group. However, when SATs are used 
by individuals, the persistence of certain 
biases means that there is a continuing 
risk that certain information or expla-
natory approaches will be consciously or 
unconsciously ignored and blind spots 
will remain undetected. This is why it is 
recommended to use SATs in a group. A 
selection of SATs is presented in the FIS 
manual ‘Methods of Early Detection and 
Anticipation’.

Utilisation of cognitive  
diversity (swarm intelligence)

The cognitive biases that affect our thin-
king, and their relative strength, vary 
from person to person. For example, 
value systems are shaped and influen-
ced by our different social and cultural 
backgrounds and experiences. Groups of 
people who think differently are an im-
portant building block for minimising 
the effects of cognitive bias. Here cogni-
tive diversity, rather than external cha-
racteristics such as gender, age or ethnic 
origin, is central. Incorporating different 
perspectives and ways of thinking can 
help to make better assessments, judge-
ments and decisions. Studies have shown 
that different cognitive biases in a group 
tend to cancel each other out, provided 
that individual members think independ-
ently, can share openly and do not influ-
ence each other too much. There is also 
an accumulation of individual knowledge 
within the group. The key is to ensure the 
greatest possible diversity of perspecti-
ves, as people with similar points of view 
are subject to similar cognitive biases 
(including ‚operational blindness‘). 
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Cognitive biases
Anchoring

Cognitive biases
Anchoring34 3533

Information that is made available to a person at an early stage in the 
decision-making process has a subconscious anchoring effect. Assump-
tions and judgements are then made on this basis. New information is 
also filtered and evaluated on the basis of the anchor. Once an anchor 
has been set, it is rarely possible to completely disengage from it. An-
chors influence us regardless of our expertise or experience. They can 
also consist of irrelevant knowledge that has nothing to do with the 
question being assessed. Here is an example: in an experiment, psy-
chologists Daniel Kahneman and Amos Tversky had participants spin a 
wheel of fortune. They then asked them about the number of UN mem-
ber states. People for whom the wheel of fortune had stopped at a small 
number often gave a lower number of member states than those who 
had spun a large number.
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Examples

An analyst changes subject areas and has 
to make an initial assessment. In doing 
so, she relies to a large extent on the as-
sessment in her predecessor‘s products.

I want to predict how a conflict is going 
to develop. Rather than do my own thin-
king, I read a partner service‘s forecast 
and base my assessment on it.

When hostages are taken, the perpetra-
tors demand a high ransom of CHF 8 mil-
lion. However, this amount is not their 
real demand, but merely a starting point 
that enables to start negotiations at a 
high level.

What I can do about it

•	 Reformulate or re-evaluate questions 
using standardised procedures such as 
checklists and environmental analyses.

•	 Consider what the anchor is in a parti-
cular situation. How and why might it 
bias your judgement?

•	 Use multiple sources to check the facts. 
Give due consideration to new infor-
mation, especially if it challenges your 
own judgement.
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Cognitive biases
Sunk cost fallacy

Cognitive biases
Sunk cost fallacy38 3933

A common misconception in many areas of life is the sunk cost fallacy. 
This bias often occurs when we have already invested a lot of time, mo-
ney or energy in something. We use the costs incurred as a reason to 
continue with something even if objectively it makes little sense to do 
so. We ignore the fact that it is sometimes the better option for us to 
abandon a goal, change paths or cancel a project. However, the greater 
the effort already made, the stronger the urge is to continue.

An important psychological predisposition to the sunk cost fallacy is 
that we strive to appear consistent both internally (how we perceive 
ourselves) and externally (how others perceive us) in order to appear 
credible. This includes avoiding contradictions. However, contradicti-
ons arise when we change our minds – especially if all our previous 
work or even our reputation could be called into question. By continu-
ing with a failed project, we delay this unpleasant realisation and at 
least maintain the appearance of consistency.
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Examples

After invading Afghanistan as part of the 
war on terror, the US maintained a pre-
sence in the country for 20 years. More 
than 2,500 US soldiers lost their lives. 
When discussing a possible withdrawal, 
it was always pointed out that the coun-
try could not be left in an unstable state, 
as the soldiers would then have died in 
vain.

At a briefing, you continue to defend your 
own unsubstantiated hypothesis because 
you already invested so many hours of 
work in it – not because it is based on a 
rational consideration of the facts. 

What I can do about it

•	 Focus on current and future costs and 
benefits rather than on the work alrea-
dy done. Consider and be aware of op-
portunity costs.

•	 Use IT systems in decision-making to 
increase rationality and reduce the di-
storting influence of our emotions.

•	 Seek advice from outsiders. With their 
unbiased view, they can usually judge 
the state of a project more objectively 
than we can. It is important not to dis-
miss advice prematurely just because it 
is not what we want to hear. 
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Cognitive biases
Failure of imagination

Cognitive biases
Failure of imagination42 4333

Failure of imagination became best known in connection with the 9/11 
Commission‘s report on why intelligence failed to prevent the attack. It 
describes the fact that no provision is made for certain developments 
because the event is beyond the imagination of those in charge. A ma-
jor reason for this fallacy is the expectation that the opportunities and 
risks of the present and future are or will be similar to those of the 
past. This overlooks the fact that even extremely unlikely events – so-
called wildcards – are fundamentally possible and can occur. Of parti-
cular relevance in this context are events that are extremely unlikely 
but have a very large impact, i.e. high impact low probability (HILP) 
events. When scenarios are being developed, the ones that are consi-
dered to be unlikely are often not worked out and tested in detail and 
are therefore dismissed at an early stage. As a result, the risk of falling 
victim to a failure of imagination is accepted. This risk is exacerbated 
by a lack of space and time for creative thinking.Fa

ilu
re

 o
f i

m
ag

in
at

io
n

Examples

Before 9/11, planes were hijacked for 
ransom or to release captured militants. 
But few could have imagined that planes 
would be used to deliberately destroy 
buildings.

Few political observers initially took Do-
nald Trump‘s candidacy for the 2016 US 
presidential election seriously. Even af-
ter his nomination, it was generally not 
expected that Trump would actually be 
elected. As a result, key foreign and secu-
rity policy institutions around the world 
did not develop strategies for a possible 
Trump presidency.

What I can do about it

•	 Use the scenario technique to describe 
different possible futures, including 
extremely unlikely ones.9 

•	 Improve active open-mindedness. Seek 
and explore new ideas and perspectives 
that can and should be different from 
your own.

•	 Foster an environment that encoura-
ges creative thinking. Others should 
feel encouraged to share all their ideas, 
even if they seem unorthodox.

9	 Handbook Methods for Early Detection 
and Anticipation, p. 92.



10

Cognitive biases
Mirror imaging

Cognitive biases
Mirror imaging44 4533

Mirror imaging results from people perceiving and processing infor-
mation through the filter of their own experiences. This creates a ten-
dency to believe others share our views. Gaps in our knowledge are 
filled with assumptions shaped by our personal views or values. This 
compromises the objectivity of our conclusions and findings. Mirroring 
our culture, views and preferences can go so far that we see develop-
ments only through this lens. We end up with a picture that makes 
sense to us, but does not take into account that people and groups from 
different backgrounds think and act differently. To put it bluntly: what 
is irrational behaviour for us may be a logical next step for our coun-
terpart.M
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Examples

In May 1998, an Indian nuclear weapons 
test took the US intelligence community 
by surprise. Three years earlier, such a 
test had been cancelled, partly due to po-
litical pressure from the US government. 
Analysts therefore assumed that the In-
dian government would refrain from 
conducting another test. As a result, they 
failed to take into account the dynamics 
of Indian domestic politics and the newly 
elected government. 

In the weeks and months leading up to 
Russia’s war of aggression against Ukrai-
ne, many European intelligence agencies 
predicted that Russia would not launch 
an invasion. One of the reasons given 
was that an invasion of Ukraine would 
be at odds with a sound assessment of 
the costs and benefits and would therefo-
re be irrational. This misjudgement was 
heavily influenced by the agencies’ own 
rationality.

What I can do about it

•	 Test assumptions by systematically 
identifying and questioning them.10 

•	 Carry out a devil’s advocate exercise or 
a red team assessment. Someone takes 
on an opposing role and deliberately 
challenges the prevailing view. This 
helps the group to identify weaknesses 
in their thinking.11

•	 Try to disprove as many hypotheses as 
possible, rather than confirming the 
most likely one. The most likely hypo-
thesis is the one for which there is the 
least amount of contradictory informa-
tion – not the one for which there is the 
most confirmatory information.12

•	 Ensure that the products are peer-re-
viewed. Where possible, peer reviewers 
should have, or at least be able to 
adopt, a perspective that is clearly dif-
ferent from that of the author.

10	 Handbook Methods for Early Detection 
and Anticipation, p. 27.

11	 Ibid., S. 84
12	 Ibid., S. 97.
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Cognitive biases
	 Groupthink46 4733 Cognitive biases

Groupthink

Groupthink is when the members of a group adjust their opinions to 
fit the perceived consensus. It is caused by a desire for agreement, par-
ticularly in people who prioritise the desire for harmony in the group 
over the motivation to consider alternatives carefully. Other factors 
that encourage groupthink are flaws in the group structure (e.g. lack 
of diversity) and challenging circumstances (e.g. high stress levels or 
an acute threat situation).

According to Irving Janis, the psychologist who coined the term ‘group-
think’, these factors lead to three key patterns of behaviour:

•	 Overconfidence: The group feels like a conspiratorial and invincible 
unit. They are under the illusion that they can achieve anything.

•	 Narrow-mindedness: People justify the (wrong) decisions of the 
group without reflection, think in stereotypes and systematically ig-
nore information that contradicts the planned course of action.

•	 Pressure to conform: Members with dissenting opinions are pressu-
red to conform or hold back so as not to undermine the group‘s con-
sensus.
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Examples

The landing at the Bay of Pigs in Cuba 
in 1961 is considered one of the greatest 
fiascos in American foreign policy. All 
assumptions about the strength of the 
Cuban armed forces proved to be wrong 
and the contingency plans unrealistic. 
As the review showed, President Kenne-
dy‘s advisers felt morally superior to the 
Cubans because of the widespread anti-
communism of the time. In addition, the 
planning group, which always worked by 
consensus, acted arrogantly and failed to 
question critical points.

During a meeting as part of an operati-
on, the source handler assures the team 
that the information provided to him is 
credible. In order not to jeopardise the 
objectives of the operation and the team, 
he does not dare to admit that his source 
has given him ambiguous answers to his 
questions.

What I can do about it

•	 Form (cognitively) diverse groups and 
teams. Cultivate an inclusive leader-
ship style. Create space for reflection 
and internal criticism, including ano-
nymous expression. Enable a positive 
failure culture.

•	 Carry out a devil’s advocate exercise or 
a red team assessment. Someone takes 
on an opposing role and deliberately 
challenges the prevailing opinion. This 
helps the group to identify weaknesses 
in their thinking.13 

•	 Involve external experts who can pro-
vide an outside perspective.

•	 Let the person at the bottom of the hie-
rarchy speak first.

13	 Handbook Methods for Early Detection 
and Anticipation, p. 84.
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Cognitive biases
Conjunction fallacy

Cognitive biases
Conjunction fallacy54 5533

The conjunction fallacy is an error in reasoning in which the combined 
occurrence of two or more traits is considered more likely than the 
occurrence of a single trait. Mathematically, however, the probability 
of the combined occurrence of two or more traits can never be greater 
than the probability of the individual trait. Deception occurs when a 
non-stereotypical trait meets a stereotypical trait. For example, Ste-
phanie was convicted of various offences such as criminal damage and 
assault when she was young. Is Stephanie politically active, or is she 
both politically active and a member of a violent extremist group? As 
the violent extremism characteristic seems plausible to us, we consi-
der the combination of the two characteristics to be more likely, even 
though it is mathematically less likely. Even when we are aware of the 
fallacy, it is difficult to overcome because the brain gives more weight 
to seemingly conclusive explanations than to abstract probabilities.C

on
ju

nc
tio

n 
fa

lla
cy

Examples

Which of these statements is more like-
ly? „He disclosed classified information 
to the other side“ or „He disclosed classi-
fied information and is ideologically very 
close to the recipient“. The first is more 
likely, because motives other than ideolo-
gy can be the trigger for such an offen-
ce, such as money, blackmail or prestige. 
The number of people who spy for ideo-
logical reasons is only a subset of all peo-
ple who engage in espionage.

A group of experts is asked to assess the 
likelihood of two scenarios for the co-
ming year. The first scenario is „The pre-
sident will no longer be in office“ and the 
second is „The president will be replaced 
by a representative of his inner circle in a 
coup“. The second scenario is likely to be 
rated as more probable than the first be-
cause it contains additional information 
and therefore seems more plausible.

What I can do about it

•	 Try to think statistically and consult 
the base rates. Strengthen your own 
capacity for cognitive reflection. Take 
time to make decisions and do not rely 
on the first answer that comes to mind.

•	 Become aware of your own use of 
heuristics, stereotypes and prejudices 
through feedback from others.

•	 As a manager, ask test questions to find 
out what people really think.
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Cognitive biases
Perceived centralised control

Cognitive biases
Perceived centralised control60 6133

Closely related to the clustering illusion is the illusion of perceived 
centralised control. We tend to see the actions of other groups as the 
result of deliberate and centralised planning and control. Actors are 
often perceived from the outside as homogeneous, when in fact they 
are not. We find it difficult to see that the actions of individuals or 
organisations are also shaped by chance and unintended consequences. 
Instead, we often see power games, coordinated action or – in extre-
me cases – even conspiracies. In the intelligence context, for example, 
perceived centralised control can lead analysts to overestimate the ex-
tent to which other states are deliberately pursuing a particular policy. 
They may also find it difficult to account for random and unpredictable 
factors.
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Examples

The authoritarian government of a coun-
try has a reputation for keeping a close 
eye on its political opponents in exile. 
Elections are due in the country and the 
government is under pressure. Suddenly, 
two key opposition figures die of cancer 
in quick succession. The analyst in char-
ge thinks to herself: „This can‘t possibly 
be a coincidence!“

During the 1956 Suez Crisis, the North 
American Air Defence Command received 
simultaneous reports of unidentified air-
craft over Turkey, Soviet jets over Syria, 
a downed British bomber and the rede-
ployment of the Black Sea Fleet through 
the Dardanelles. Previous threats by the 
Soviet Union against the West led to the 
assumption that an offensive was immi-
nent. In the end it turned out to be an 
accidental combination of false and mis-
leading reports. In reality, it was a flock 
of swans over Turkey, a fighter jet escort 
for the Syrian president, a mechanical 
problem that caused the British bomber 
to crash, and a planned, regular naval 
manoeuvre.

What I can do about it

•	 Be open to different possible explanati-
ons when interpreting the behaviour of 
governments and other groups. Is the-
re a real strategy behind it? Or perhaps 
just opportunism? And what role does 
chance play?

•	 Test assumptions by systematically 
identifying and questioning them.18

•	 Be aware that poor decision-making 
processes can also lead to the desired 
outcome.

18	 Handbook Methods for Early Detection 
and Anticipation, p. 27.
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